
SOC 2 and SOC 3  Endpoint Checklist

Align device and app controls to the AICPA Trust Services Criteria.

Security (Common Criteria)

Baseline secure configuration for endpoints with encryption and

strong passcodes.

Least-privilege access to device management console with role-

based admin controls.

Prevent malicious or unauthorized software using app allow

lists and kiosk where needed.

Log and monitor admin actions and device activity with

alerting.

Availability

Monitor device health and compliance status with remediation

workflows.

Change management for device configurations and scheduled

maintenance windows.

Business continuity: ability to reprovision devices and restore

configurations quickly.

Confidentiality

Encryption at rest and in transit for sensitive data; per-app

VPN where supported.

Open in and data sharing restrictions to prevent exfiltration

to personal apps.

Selective wipe for BYOD to remove confidential data without

touching personal content.

Processing integrity

Enforce approved OS and application versions; block outdated



builds.

Configuration versioning and rollback procedures for managed

profiles.

Automated app configuration to reduce manual errors.

Privacy

BYOD separation using Android Work Profile and Apple User

Enrollment.

Data minimization on endpoints; collect only necessary device

metadata.

Support access or deletion requests using selective wipe and

deprovisioning.

Disclaimer: These checklists summarize common

endpoint controls. Your organization remains

responsible for full program compliance.


