HIPAA Endpoint Compliance Checklist
Checklist

Encrypt devices at rest and enforce strong passcodes.

Limit app access to approved apps that handle ePHI.

Use containerization for BYOD to separate work and personal data.

Enable automatic lock and idle timeout in line with policy.
* Apply selective wipe for lost devices and offboarding events.

* Maintain device inventory, audit logs and access records.

How Codeproof helps

* Policy enforcement for encryption and passcodes across platforms.

* Managed app catalogs and allow or deny lists for ePHI apps.

Selective wipe, full wipe and remote lock capabilities.

Email, Wi-Fi and VPN profiles scoped to work data only.

* Audit and activity logs with exportable device reports.
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